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57 ABSTRACT

Disclosed is a method 101 to be used on collected network
data flow 116 associated with a network 100; the method 101
includes: an anomaly-detection operation 103 including: (A)
obtaining the collected network data flow 116; and (B) per-
forming an iterative principal component analysis on the col-
lected network data flow 116 to detect an anomaly associated
with the collected network data flow 116. The method may be
used in a server and a network, and may also be implemented
as a non-transitory computer-readable media. A correspond-
ing system for detecting the anomaly in the network flow data
is also provided.

22 Claims, 10 Drawing Sheets
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DETECTION OF ANOMALY IN NETWORK
FLOW DATA

FIELD OF THE INVENTION

The present invention generally relates to anomaly detec-
tion in networks, and in particular to the detection of anomaly
in a network flow data.

Some aspects generally relate to (and are not limited to):
(A) a method including detection of an anomaly associated
with network flow data; (B) an apparatus configured for
executing operations associated with detection of an anomaly
associated with network flow data; (C) a network having the
apparatus; and (D) non-transitory computer readable media
having executable program configured to direct the apparatus
to execute operations associated with detection of an anomaly
associated with network flow data, amongst other things.

BACKGROUND OF THE INVENTION

Known network behavior anomaly detection is configured
to: (A) provide an approach to detect network security threats;
(B) provide a complementary technology to systems config-
ured to detect security threats based on packet signatures
(associated with data packets conveyed over a network); (C)
provide continuous monitoring of a network for unusual
events or trends; and (D) provide an integral part of network
behavior analysis, which offers security in addition to that
provided by known anti-threat applications (such as, fire-
walls, intrusion detection systems, antivirus software and
spyware-detection software, etc.)

Known security monitoring systems (for networks) are
configured to use a signature-based approach to detect threats
associated with a network. They are configured to: (A) moni-
tor packets (data packets) that are conveyed over the network;
and (B) examine patterns in the data packets that match the
contents of a database of signatures representing pre-identi-
fied known security threats. Network behavior anomaly
detection based systems are configured to detect security
threat vectors for cases where signature-based systems can-
not; examples of such cases include: (A) new zero-day attacks
(the first day of a new attack); and (B) when the threat traffic
(data flow) is encrypted, such as the command and control
channel for certain Botnets (a Botnet is a collection of Inter-
net-connected programs communicating with other similar
programs in order to perform tasks).

Known network behavior anomaly detection programs
(computer programs) are configured to: (A) track critical
network characteristics (in real time); and (B) generate an
alarm for the case where a strange event or trend is detected in
network characteristics (attributes) that may indicate a pres-
ence of a threatto a network. Examples of such characteristics
include traffic volume, bandwidth use, protocol use, etc. In
addition, known network behavior anomaly detection pro-
grams are also configured to monitor the behavior of indi-
vidual network subscribers. In order for the network behavior
anomaly detection program to be optimally effective, a base-
line of normal network or user behavior may be established
over a period of time. Once certain parameters have been
defined as normal, any departure from one or more of the
parameters (attributes) is flagged as anomalous.

Known network behavior anomaly detection programs
may be used in addition to conventional firewalls and appli-
cations for the detection of malware. Some vendors have
begun to recognize this fact by including network behavior
anomaly detection programs as integral parts of their network
security packages. For instance, network behavior anomaly
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2

detection technology and/or techniques (methods) are

applied in a number of network and security monitoring

domains, including: (A) log analysis; (B) packet inspection
systems; (C) flow monitoring systems; and/or (D) route ana-

Iytics.

For instance, network behavior anomaly detection may be
used for detecting cyber-attacks directed to a network. Cyber-
attack detection is primarily performed using signature based
approaches. The attack is identified based on a known signa-
ture of that particular attack. Some of the techniques include:
firewall log processing, simple network management proto-
col (SNMP) based tools, deep packet inspection (DPI), and
security information and event management (SIEM) plat-
forms. Another complementary approach for detecting
attacks includes analyzing and identifying an anomaly in
network traffic behavior. Some of the advantages of the
anomaly detection based approach are: ability to detect
attacks associated with encrypted traffic, ability to detect
attacks at zero day, etc.

The following is a listing of published references that dis-
close cyber-attack detection methods and/or cyber-attack
detection systems:

Published reference number [1]: LAKHINA, A., CROV-
ELLA, M., DIOT, C., CHARACTERIZATION OF NET-
WORK-WIDE ANOMALIES IN TRAFFIC FLOWS,
Proceedings of the 4th ACM SIGCOMM conference on
Internet measurement, 2004, Page(s): 201-206.

Published reference number [2]: LAKHINA, A., PAPAGI-
ANNAKI K., CROVELLAM., DIOT, C.,E.D., TAFT,N.,
STRUCTURAL ANALYSIS OF NETWORK TRAFFIC
FLOWS, Proceedings of the joint international conference
on Measurement and modeling of computer system, 2004,
Page(s): 61-72.

Published reference number [3]: LAKHINA, A., CROV-
ELLA, M., DIOT, C., MINING, ANOMALIES USING
TRAFFIC FEATURE DISTRIBUTIONS, Proceedings of
the ACM SIGCOMM Conference on Applications, Tech-
nologies, Architectures, and Protocols for Computer Com-
munications, 2005, Page(s): 217-228.

Published reference number [4]: RINGBERG, H., REX-
FORD. J.,SOULE, A., DIOT, C., SENSITIVITY OF PCA
FOR TRAFFIC ANOMALY DETECTION, Proceedings
of SIGMETRICS 2007, 2007.

Published reference number [5]: BRAUCKHOFF, D.,
SALAMATIAN, K., MAY, M., APPLYING PCA FOR
TRAFFIC ANOMALY DETECTION: PROBLEMS AND
SOLUTIONS, Proc. IEEE Infocom, Rio de Janeiro, April
2009.

Anomaly Detection Using Principal Component Analysis
An anomaly in network traffic (network data flow) is

defined as any network activity or phenomenon that makes
the network traffic pattern to not conform to the normal
behavior (expected behavior) of a network. This definition
may include network traffic outages, flash crowds, miscon-
figurations, vendor implementation bugs, cyber-attacks, net-
work worms, malware, etc. A network anomaly may not
always represent a security threat for the network.

An anomaly detection algorithm is an algorithm that is
configured to detect and diagnose network anomalies of the
network, so that a network administrator (user) may attempt
to fix the problem (as quickly as they may, given the urgency
of a potential threat to the network).

The principal component analysis (PCA) operation is a
known method (operation) for detecting a network anomaly;
reference is made to published reference [1], published ref-
erence [2], published reference [3], published reference [4],
and published reference [°].
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The PCA operation works based on the dimensional reduc-
tion property of the PCA method, and was shown to be effec-
tive in finding and diagnosing network anomalies in large
networks where the dimension of the network is relatively
large; reference is made to published reference [1], published
reference [2], and published reference [3].

In anomaly detection, the number of columns of an input
matrix may be equal to the number of features and the number
of rows may be equal to the number of time-bins.

The various steps (operations) for the PCA operation are as
follows (these operations are not depicted since they are
known to persons of skill in the art):

Operation [1] includes directing a server (not depicted) to
generate (create) a zero-mean traffic matrix (with mean zero
for all the columns) from the [mxn] input network traffic
matrix. Operational control is passed over to operation [2].

Operation [2] includes directing the server to generate
(create) a covariance matrix of the zero-mean traffic matrix
that was generated in operation [1]. Operational control is
passed over to operation [3].

Operation [3] includes directing the server to calculate the
eigenvalues and eigenvectors of the covariance matrix that
was generated in operation [2]. Operational control is passed
over to operation [4].

Operation [4] includes directing the server to sort the
eigenvalues and select the first [k] largest eigenvalues and
consider the corresponding eigenvectors to be principal com-
ponents. Operational control is passed over to operation [5].

Operation [5] includes directing the server to create a
matrix [P] by putting the principal vectors together. Opera-
tional control is passed over to operation [6].

Operation [6] includes directing the server to map the input
matrix into the anomalous space by using the following for-
mula, as follows:

F=(I-PPhx

resulting in an anomalous space mapping matrix. Once the
above formula has been executed, operational control is
passed over to operation [7].

Operation [7] includes directing the server to calculate the
anomaly score for each time-bin by finding (computing or
calculating) the square prediction error (SPE) score by using
the following formula:

=P

Once the SPE score has been executed, operational control
is passed over to operation [8].

Operation [8] includes directing the server to: (A) compare
the SPE score with a threshold; (B) detect an anomaly for the
case where the SPE score is larger than the threshold; and (C)
mark the SPE score as normal for the case where the SPE
score is less than (or equal to) the threshold. Then, operational
control may be passed over to operation [1], if so desired.

There are two main issues with the application of the PCA
operation for anomaly detection as described below.

The first issue is a sensitivity problem. The PCA operation
may be sensitive to the number of eigenvectors determining
the normal subspace and anomalous subspace. Itis difficult to
pick a value for [k], in operation [4], so that normal and
anomalous space may be separated.

The second issue is putting all of the features in one matrix
while the features are of different natures and scales. For
example, in one column, the [byte count] attribute may have
avolume feature with relatively large values, and in the other
column, the [entropy] attribute may have values that are rela-
tively small. In this case, if the PCA operation is applied
(used) over the data matrix, the information may be lost for
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the [entropy] attribute since this data may be very small in
comparison to the data associated with the [byte count]
attribute. The data for the [entropy] attribute may disappear in
the analysis as this data may not be large enough to play a
meaningful role in the normal or anomalous subspaces. So,
most of the anomalies may be lost which are determined by
entropy data, such as port scans.

A solution to this problem offered by the prior art is to scale
all the feature data by some value. But the PCA operation is
also sensitive to the scaling of the data values. In other words,
different scaling factors may result in different outcomes.

Moreover, at the end of the PCA operation, it may be
required to compare the SPE (square prediction error) score
of'each time-bin with a threshold. Again, selecting a threshold
may be problematic and influential in the outcome of the PCA
operation. It will be appreciated that selecting a low threshold
may result in a very large false positive rate, and selecting a
high threshold may result in a high false negative rate. In
general, it was observed that the dependency and sensitivity
of the PCA operation is a challenge in anomaly detection
using the PCA operation.

The main parameters of the PCA operation that affect the
performance of the PCA operation are: (A) selecting the
threshold value for identifying the normal subspace and the
anomalous subspace, and (B) selecting the SPE threshold
value for the detection of anomalies.

In view of the foregoing, it will be appreciated that there
exists a need to mitigate at least in part problems associated
with the detection of an anomaly associated with a network.

SUMMARY OF THE INVENTION

After much study of the known systems and methods along
with experimentation, an understanding of the problem and
its solution has been identified and articulated below.

A solution is provided that mitigates (at least in part) the
known PCA operation. The solution, to at least some of the
problems associated with the PCA method (operation), is to
use an iterative principal component analysis (I-PCA) opera-
tion, which reduces (at least in part) the sensitivity and depen-
dency of the PCA operation approach to analysis of the net-
work flow data parameters (attributes). The I-PCA operation
may have a parameter, which is a stopping point of an itera-
tion procedure.

For example, for the first iteration, the PCA operation is
applied over a correlation matrix, and the first principal com-
ponent is selected as the normal subspace. The SPE score is
calculated, and then the time-bin with the maximum SPE
score is picked as a suspicious point where there is a possi-
bility of network anomaly. Then, the effect of that time-bin is
removed by putting all the features of that time-bin equal to
the mean value (or a value close to mean) of each feature.
Afterwards, the PCA operation is applied again on the modi-
fied data matrix (such as, a network traffic matrix or data flow
matrix). Since, in the modified data matrix, the values of the
features associated with the suspicious time-bin are equal to
the mean values, when the PCA operation is applied again,
the effect of this suspicious time-bin may be removed from
the data matrix.

For example, for the second (subsequent) iteration, similar
to the first iteration, the SPE score is calculated and the
time-bin with the largest SPE score is picked (marked) as a
suspicious time-bin.

For subsequent iterations, this procedure (operation) is
repeated (for a number of iterations). By selecting one prin-
cipal component for each iteration as the normal subspace,



US 9,210,181 Bl

5

the relatively larger anomalies may not have the opportunity
to take part in the normal subspace.

As the algorithm progresses (iterates), the data matrix may
be more monotonous in the sense that most of the data moves
towards the normal behavior because the effect of the network
anomalies at each iteration is removed from the data matrix.

The I-PCA operation is different from the PCA operations
(methods) disclosed in the published literature. For instance,
a first difference is as follows: the I-PCA operation provides
an anomaly detection method which considers different traf-
fic features of the traffic data; in sharp contrast, the operation
(method) of published reference [ 1], published reference [2],
and published reference [3] uses a network-wide value of a
single feature.

A second difference is as follows: for the I-PCA operation,
each iteration picks the eigenvector corresponding to the
maximum eigenvalue as the normal space. The time-bin that
is associated with the maximum SPE score is marked as a
suspicious time-bin. This operation is completely different
from the operation disclosed in published reference [1], pub-
lished reference [2], and published reference [3] which do not
follow an iterative approach. Instead, these published refer-
ences execute the PCA operation a single time and find the top
eigenvalues that contribute to 95% of the total variability in
the data matrix, and then choose the corresponding eigenvec-
tors as the normal space transformer.

A third difference is as follows: the PCA operation uses a
threshold for detecting anomalies that is dependent to the
input data. The I-PCA operation is different as the I-PCA
operation is independent of the input data matrix, and there-
fore does not have the sensitivity problem with the PCA
operation as reported in published reference [4]. This makes
the I-PCA operation general and applicable in various
anomaly detection environments.

A fourth difference is as follows: the I-PCA operation is
also different from the method as disclosed in published
reference [5] again due to the iterative framework of the
I-PCA. Although published reference [5] uses the PCA opera-
tion with the multiple traffic feature, it is again using a single
PCA operation and still has the sensitivity problem associated
with the PCA operation. Moreover, published reference [5]
uses a covariance matrix in the PCA operation which is dif-
ferent from the I-PCA operation which preferably uses a
correlation matrix.

In order to mitigate, at least in part, the problem(s) identi-
fied with existing systems and/or methods for detection of an
anomaly associated with a network, there is provided (in
accordance with an aspect) a method 101 to be used on
collected network data flow 116 associated with a network
100; the method 101 includes an anomaly-detection opera-
tion 103 including: (A) obtaining the collected network data
flow 116; and (B) performing an iterative principal compo-
nent analysis on the collected network data flow 116 to detect
an anomaly associated with the collected network data flow
116.

In order to mitigate, at least in part, the problem(s) identi-
fied with existing systems and/or methods for detection of an
anomaly associated with a network, there is provided (in
accordance with an aspect) an apparatus 130 to be used on
collected network data flow 116 associated with a network
100; the apparatus 130 includes a server 112, including a
non-transitory computer-readable storage media 118. The
non-transitory computer-readable media 118 includes an
executable program 120 tangibly stored with the non-transi-
tory computer-readable media 118, and the executable pro-
gram 120 includes an anomaly-detection module 103 A con-
figured to direct the server 112 to: (A) obtain the collected

10

15

20

25

30

35

40

45

50

55

60

65

6

network data flow 116; and (B) perform an iterative principal
component analysis on the collected network data flow 116 to
detect an anomaly associated with the collected network data
flow 116.

In order to mitigate, at least in part, the problem(s) identi-
fied above, in accordance with an aspect, there is provided
other aspects as identified in the claims.

According to one aspect of the invention, there is provided
a method for detecting an anomaly in a network flow data,
comprising:
using a processor for:

(a) collecting a network flow data within a time interval
divided into multiple time-bins, and generating network flow
features from the collected network data flow for each time-
bin;

(b) generating input network traffic matrix containing infor-
mation for the network flow features for respective time-bins;
(c) generating a statistical matrix from the input traffic matrix;
(d) applying a principal component analysis to the statistical
matrix to determine one or more principal components of the
statistical matrix;

(e) determining an anomaly score for each time-bin using the
principal components;

(f) identifying one or more time-bin of the input network
traffic matrix having highest anomaly scores;

(g) determining mean values for network flow features across
all time-bins, excluding the identified time-bins;

(h) replacing values of the network flow features in the iden-
tified time-bins with respective determined mean values of
said network flow features to form a modified input network
traffic matrix;

(1) replacing the input network traffic matrix with the modi-
fied input network traffic matrix, and repeating the steps (c) to
®.

In the method described above, the statistical matrix is
preferably a correlation matrix, but it also could be a covari-
ance matrix. For simplicity, embodiments of the invention
will be further described using the notion of a correlation
matrix, but it is understood that a covariance matrix can be
used instead of the correlation matrix.

The method further comprises associating the time-bin of
the input network traffic matrix having a highest anomaly
score with a potential network cyber-attack.

The method further comprises generating the network flow
features selected from the list: number of bytes, number of
packets, number of flows, number of source IP addresses,
number of destination IP addresses, entropy of a source IP
address, entropy of a destination IP address, DNS (domain
name system) bytes, [CMP (Internet Control Message Proto-
col) bytes, IRC (Internet Relay Chat) bytes, Unique Source
Port count, Unique Destination Port count, etc.

In the method described above, the determining the
anomaly score comprises performing a projection of each
time-bin with respect to an anomalous space mapping matrix,
calculated using the principal components.

In the method described above, the determining the
anomaly score comprises determining a square prediction
error for each time-bin.

Preferably, the method further comprising repeating the
steps (¢) to (f) a predetermined number of times.

The method described above further comprises determin-
ing one or more data flows, identified by at least one attribute,
contained within the identified time-bins of the input network
traffic matrix.

Inthe method described above, the attribute may include an
IP address, a port number of source, a port number of a
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destination for the one or more data flows, or another attribute
that is common for the one or more data flows.

In the embodiments of the invention, in the method
described above, the step (d) preferably comprises selecting a
principal component having the highest value, and then deter-
mining remaining principal components in the following
iterations.

Alternatively, in the method described above, the step (d)
may comprise selecting two or more principal components
having highest values, and then determining remaining prin-
cipal components in the following iterations.

According to another aspect of the invention, there is pro-
vided a system for detecting an anomaly in a network flow
data, comprising:

a processor;

a non-transitory computer readable storage medium having
computer readable instructions stored thereon for execution
by the processor, causing the processor to:

(a) collect a network flow data within a time interval
divided into multiple time-bins, and generate network
flow features from the collected network data flow for
each time-bin;

(b) generate input network traffic matrix containing infor-
mation for the network flow features for respective time-
bins;

(c) generate a statistical matrix from the input traffic
matrix;

(d) apply a principal component analysis to the statistical
matrix to determine one or more principal components
of the statistical matrix;

(e) determine an anomaly score for each time-bin using the
principal components;

(f) identify one or more time-bin of the input network
traffic matrix having highest anomaly scores;

(g) determine mean values for network flow features across
all time-bins, excluding the identified time-bins;

(h) replace values of the network flow features in the iden-
tified time-bins with respective determined mean values
of said network flow features to form a modified input
network traffic matrix;

(1) replace the input network traffic matrix with the modi-
fied input network traffic matrix, and repeat the steps (c)
to ().

In the system described above, the statistical matrix is a
correlation matrix. Alternatively, the statistical matrix may be
a covariance matrix.

In the system described above, the computer readable
instructions further cause the processor to associate the time-
bin of the input network traffic matrix having a highest
anomaly score with a potential network cyber-attack.

In the system described above, the computer readable
instructions further cause the processor to select the network
flow features from the list of: number of bytes, number of
packets, number of flows, number of source IP addresses,
number of destination IP addresses, entropy of a source IP
address, entropy of a destination IP address.

In the system described above, the computer readable
instructions further cause the processor to perform a projec-
tion of each time-bin with respect to an anomalous space
mapping matrix, calculated using the principal components,
to determine the anomaly score.

In the system described above, the computer readable
instructions further cause the processor to determine a square
prediction error for each time-bin.

In the system described above, the computer readable
instructions further cause the processor to repeat the steps (c)
to (f) a predetermined number of times.
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In the system described above, the computer readable
instructions further cause the processor to determine one or
more data flows, identified by at least one attribute, contained
within the identified time-bin of the input network traffic
matrix.

In the system described above, the attribute includes an IP
address, a port number of source, or a port number of a
destination for the one or more data flows.

In the system described above, the computer readable
instructions further cause the processor to generate the input
network traffic matrix containing information on attributes in
addition to the network flow features.

In the system described above, the computer readable
instructions further cause the processor to select a principal
component having the highest value, and select remaining
principal components in further iterations.

In the system described above, the computer readable
instructions further cause the processor to select two or more
principal components having highest values, and select
remaining principal components in further iterations.

Thus, an improved method and system for detecting
anomaly in network flow data using iterative principle com-
ponent analysis have been provided.

Other aspects and features of the non-limiting embodi-
ments may now become apparent to those skilled in the art
upon review of the following detailed description of the non-
limiting embodiments with the accompanying drawings.

DETAILED DESCRIPTION OF THE DRAWINGS

The non-limiting embodiments may be more fully appre-
ciated by reference to the following detailed description of the
non-limiting embodiments when taken in conjunction with
the accompanying drawings, in which:

FIG. 1A (SHEET 1/10) depicts an example schematic of a
network 100 having an anomaly-detection server 112;

FIG. 1B (SHEET 2/10) depicts a first example schematic of
a method 101 configured to direct operations of the anomaly-
detection server 112 of FIG. 1A,

FIG.1C (SHEET 2/10) depicts a first example schematic of
an executable program 120 stored in a memory 118, and
configured to direct operations of the anomaly-detection
server 112 of FIG. 1A,

FIG. 2A (SHEET 3/10) depicts a second example sche-
matic of a method 101 configured to direct operations of the
anomaly-detection server 112 of FIG. 1A;

FIG. 2B (SHEET 4/10) depicts a second example sche-
matic of an executable program 120 stored in a memory 118,
and configured to direct operations of the anomaly-detection
server 112 of FIG. 1A,

FIG. 3A (SHEET 5/10) depicts a third example schematic
of a method 101 configured to direction operations of the
anomaly-detection server 112 of FIG. 1A;

FIG. 3B (SHEET 6/10) depicts a third example schematic
of an executable program 120 stored in a memory 118, and
configured to direction operations of the anomaly-detection
server 112 of FIG. 1A,

FIG. 4 (SHEET 7/10) depicts an example schematic of an
input network traffic matrix 400 stored in a memory 118, and
used in the method 101 of FIG. 3A;

FIG. 5 (SHEET 7/10) depicts an example schematic of a
first iteration for a zero-mean traffic matrix 500 stored in a
memory 118, and calculated by the method 101 of FIG. 3A;

FIG. 6 (SHEET 8/10) depicts an example schematic of an
empirical correlation matrix 600 stored in a memory 118, and
calculated by the method 101 of FIG. 3A;
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FIG. 7 (SHEET 8/10) depicts an example schematic of
eigenvalues 700 stored in a memory 118, and calculated by
the method 101 of FIG. 3A;

FIG. 8 (SHEET 8/10) depicts an example schematic of
eigenvectors 800 stored in a memory 118, and calculated by
the method 101 of FIG. 3A;

FIG. 9 (SHEET 9/10) depicts an example schematic of a
matrix [P] 900 stored in a memory 118, and generated by the
method 101 of FIG. 3A;

FIG. 10 (SHEET 9/10) depicts an example schematic of an
anomalous space-mapping matrix 1000 stored in a memory
118, and generated by the method 101 of FIG. 3A;

FIG. 11 (SHEET 10/10) depicts an example schematic of
SPE scores 1100 stored in a memory 118, and generated by
the method 101 of FIG. 3A; and

FIG. 12 (SHEET 10/10) depicts an example schematic of a
modified input matrix 1200 stored in a memory 118, and is
generated by the method 101 of FIG. 3A.

The drawings are not necessarily to scale and may be
illustrated by phantom lines, diagrammatic representations
and fragmentary views. In certain instances, details not nec-
essary for an understanding of the embodiments (and/or
details that render other details difficult to perceive) may have
been omitted.

Corresponding reference characters indicate correspond-
ing components throughout the several figures of the Draw-
ings. Elements in the several figures are illustrated for sim-
plicity and clarity and have not necessarily been drawn to
scale. For example, the dimensions of some of the elements in
the figures may be emphasized relative to other elements for
facilitating an understanding of the various presently dis-
closed embodiments. In addition, common, but well-under-
stood, elements that are useful or necessary in commercially
feasible embodiments are often not depicted in order to facili-
tate a less obstructed view of the various embodiments of the
present disclosure.

LISTING OF REFERENCE NUMERALS USED IN
THE DRAWINGS

100 network

101 method

102 linking network

103 A anomaly-detection module

103 anomaly-detection operation

104 network-linking router

105 indication of anomaly

105A module for generating indication of anomaly
106 network data-collecting router

108 data center

110 network data-flow router

112 anomaly-detection server, or server

114 network flow data

116 collected network flow data

116A module for collecting network flow data

118 non-transitory computer-readable media, or memory
120 executable program

122 processor assembly

124 destination server

126 source server

128 linking server

130 apparatus

132 network component

134 linking-network component

202A matrix-generating module

202 matrix-generating operation

204A iterative principal component analysis module
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204 iterative principal component analysis operation
206 A identification module

206 identification operation

208 indication data

208A module for indication of anomaly
302A input matrix-generating module

302 input matrix-generating operation
304 A matrix-calculation module

304 matrix-calculation operation

306A correlation-matrix calculation module
306 correlation-matrix calculation operation
308A eigenvalue-and-eigenvector calculation module
308 eigenvalue-and-eigenvector calculation operation
310A eigen-selection module

310 eigen-selection operation

312 A matrix-generating module

312 matrix-generating operation

314 A mapping module

314 mapping operation

316 A anomaly-scoring module

316 anomaly-scoring operation

318A identifying module

318 identifying operation

320A removal module

320 removal operation

322A determination module

322 determination operation

324 A attribute-identification module

324 attribute-identification operation

400 input network traffic matrix

500 zero-mean traffic matrix

600 empirical correlation matrix

700 eigenvalues

800 eigenvectors

1000 anomalous space-mapping matrix
1100 SPE scores

1200 modified input matrix

DETAILED DESCRIPTION OF THE
NON-LIMITING EMBODIMENT(S)

The following detailed description is merely exemplary in
nature and is not intended to limit the described embodiments
or the application and uses of the described embodiments. As
used herein, the word “exemplary” or “illustrative” means
“serving as an example, instance, or illustration.” Any imple-
mentation described herein as “exemplary” or “illustrative” is
not necessarily to be construed as preferred or advantageous
over other implementations. All of the implementations
described below are exemplary implementations provided to
enable persons skilled in the art to make or use the embodi-
ments of the disclosure and are not intended to limit the scope
of'the disclosure, which is defined by the claims. For purposes
of the description herein, the terms “upper,” “lower,” “left,”
“rear,” “right,” “front,” “vertical,” “horizontal,” and deriva-
tives thereof shall relate to the examples as oriented in the
drawings. Furthermore, there is no intention to be bound by
any expressed or implied theory presented in the preceding
technical field, background, brief summary or the following
detailed description. It is also to be understood that the spe-
cific devices and processes illustrated in the attached draw-
ings, and described in the following specification, are simply
exemplary embodiments (examples), aspects and/or concepts
defined in the appended claims. Hence, specific dimensions
and other physical characteristics relating to the embodi-
ments disclosed herein are not to be considered as limiting,
unless the claims expressly state otherwise. It is understood
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that “atleast one” is equivalent to “a”. The aspects (examples,
alterations, modifications, options, variations, embodiments
and any equivalent thereof) are described with reference to
the drawings. It should be understood that the invention is
limited to the subject matter provided by the claims, and that
the invention is not limited to the particular aspects depicted
and described.

FIG. 1A depicts an example schematic of a network 100
having an anomaly-detection server 112, or server 112, hav-
ing a processor and a memory.

In accordance with a general aspect, the anomaly-detection
server 112 for the network 100 includes (and is not limited to)
a non-transitory computer-readable media 118 (hereafter
referred to as a memory 118). The memory 118 is configured
to tangibly store an executable program 120; the executable
program 120 is executable by the anomaly-detection server
112; the executable program 120 includes (and is not limited
to) an operation for directing the anomaly-detection server
112 to detect an anomaly associated with the network 100 by
using iterative principal component analysis (hereafter
referred to, from time to time, as [-PCA).

FIG. 1B depicts a first example schematic of a method 101
configured to direct operations of the anomaly-detection
server 112 of FIG. 1A.

The method 101 is configured to be executed by the
anomaly-detection server 112 of FIG. 1A. Specifically, the
method 101 is depicted as a flow chart or a computer pro-
gramming flow chart, and the method 101 is configured to
direct the anomaly-detection server 112 of FIG. 1A to execute
an anomaly-detection operation 103. In general terms, the
method 101 is to be used on collected network data flow 116
(depicted in FIG. 1A); the method 101 includes (and is not
limited to) the anomaly-detection operation 103 configured to
detect an anomaly associated with the collected network data
flow 116 by using iterative principal component analysis.

In accordance with an option, the method 101 is adapted in
such a way that the anomaly that is detected is associated with
a network cyber-attack (such as an attack that may be pros-
ecuted against the network 100). It will be appreciated that
other types of anomalies may be detectable by the method
101.

Referring to FIG. 1A, there is depicted a linking network
102 and a network 100. Any one of the linking network 102
and/or the network 100 may include (for example): a pub-
licly-accessible network, the Internet, network sections of the
Internet, a private network, an enterprise network, a virtual
private network (VPN), and any combination and/or permu-
tation thereof, etc.

Network flow data 114 (also called traffic data or network
traffic data) flows through the network 100. The network flow
data 114 may include a set of related packet streams. The
network flow data 114 may be defined as a set of data packets
in which some instances of the data packets may have (or may
share) the same network attributes, such as: (A) a destination
1P address of a destination server 124 (or computer that is the
receiver of data); (B) a source IP address of a source server
126 (or computer that is the source or provider of data); (C) a
destination port (of the destination server 124); (D) a desti-
nation protocol (of the destination server 124); (E) a source
port (of the source server 126); and (F) a source protocol (of
the source server 126), etc. The destination server 124 may be
coupled directly to the network 100 or may be indirectly
coupled to the network 100 via the linking network 102. It
will be appreciated that the source server 126 may be coupled
directly to the network 100 (as depicted in FIG. 1A) or may be
indirectly coupled to the network 100 via the linking network
102 (in a manner that is similar to a linking server 128 that is
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coupled to the linking network 102). It is understood that IP
address means Internet Protocol address. The various
instances of the network components 132 (such as, routers,
switches, hubs, etc.) of the network 100 are configured to
export network flow data (periodically) in such a way that a
set of attributes of each network data flow is made available to
an anomaly-detection server 112 (which may be called a
collector server or anything equivalent thereof). The various
instances of the linking-network components 134 (such as,
routers, switches, hubs, etc.) of the linking network 102 may
be configured to operate in a manner that is similar to the
network components 132. For example, the network
attributes of the network data flow may include (and are not
limited to): number of bytes, number of packets, start time of
data flow, end time of data flow, etc.

The network flow data is chosen as a basis of the detection
approach for two reasons: (A) aggregate information makes
the approach scalable; and (B) standardization for flow data
export is well accepted in deployed networks.

Referring to FIG. 1A, a network-linking router 104 is con-
figured to operatively couple (connect) the linking network
102 to the network 100 (either directly or indirectly via an
intermediary network and/or a set of intermediary networks).
A network data-collecting router 106 is configured to: (A)
operatively couple to the network 100; and (B) operatively
couple to a data center 108. A network data-flow router 110 is
configured to: (A) operatively couple to the network 100; and
(B) operatively couple to the anomaly-detection server 112.

The anomaly-detection server 112 is configured to receive
the network flow data 114 and to store the network flow data
114 into memory 118 in the form of collected network data
flow 116. The anomaly-detection server 112 includes soft-
ware and suitable computer hardware configured to respond
to requests across a computer network (communications net-
work, or network) to provide a network service. A server may
be operated (run) on a dedicated computer, which is also often
referred to as “the server”, but many networked computers are
capable of hosting servers. In many cases, a computer may
provide several services and have several servers running.
Servers operate within client-server architecture. A server
may be implemented as computer programs configured to
serve requests of other programs (the clients). Thus, the
server performs some tasks on behalf of the clients. The
clients may connect to the server through the network but may
run on the same computer. In the context of Internet Protocol
(IP) networking, a server is a program that operates as a
socket listener. The server may provide a service across a
network, either to private users inside a large organization or
to public users via the Internet, etc.

The anomaly-detection server 112 includes the memory
118; the memory 118 is configured to tangibly store the
executable program 120 (also called a computer-executable
program). The executable program 120 is configured to pro-
vide instructions including operations that are configured to
be executed by the anomaly-detection server 112, such as to
be executed by a processor assembly 122 of the anomaly-
detection server 112, etc. The executable program 120
includes executable code (instruction) compiled from source
code having instructions written in a high-level computer
programming language (such as C++, etc.); persons of skill in
the art understand how to use these computer programming
tools to manufacture the executable code based on the various
examples of the operations included in the method 101
depicted in FIGS. 1B, 2 and 3.

The network flow data 114 is configured to include net-
work flow data that is communicated through the network
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100, and may include network flow data exchanged between
the linking network 102 and the network 100.

The processor assembly 122 may include a central process-
ing unit (CPU), which is also called a central processor unit.
The processor assembly 122 may include electronic hardware
configured to carry out the executable instructions (pro-
grammed instructions) of a computer program by performing
arithmetical, logical, and input/output operations. The
anomaly-detection server 112 may have more than one CPU
(amultiprocessing arrangement). CPUs may include a micro-
processor. Multiple CPUs may be provided on a single chip
(called multi-core processors). The CPU may also include
peripheral devices and other components (called a system on
a chip or SoC). Components of the CPU may include an
arithmetic logic unit (ALU) configured to perform arithmeti-
cal and logical operations, and a control unit (CU) configured
to extract instructions from memory, decode the instructions,
execute the instructions, and calling on the ALU when nec-
essary. Not all computational systems rely on a central pro-
cessing unit. An array processor or vector processor has mul-
tiple parallel computing elements, with no one unit
considered the center. In the distributed computing model,
problems are solved by a distributed interconnected set of
processors.

Referring to FIG. 1A, the network data-collecting router
106 and the network-linking router 104 are configured to: (A)
generate network flow data (flow data), and (B) transmit the
network flow data that was generated to the anomaly-detec-
tion server 112. For example, as depicted in FIG. 1A, the
network data-collecting router 106 is configured to: (A) gen-
erate network data flows associated with the data center 108;
and (B) forward the network data flows that were generated to
the anomaly-detection server 112. The network-linking
router 104 is configured to: (A) generate network data flows
exchanged between the linking network 102 and the network
100; and (B) to forward the network data flows that were
generated to the anomaly-detection server 112. The anomaly-
detection server 112 is configured to: (A) receive the network
flow data 114 from the network-linking router 104 and the
network data-collecting router 106 (and/or from any other
device, etc.); (B) store the network data flow that was received
as the collected network data flow 116 in the memory 118; (C)
execute a reading operation configured to direct the anomaly-
detection server 112 to read the collected network data flow
116 in the memory 118; (D) execute the method 101 having
the anomaly-detection operation 103 (depicted in FIG. 1B) on
the collected network data flow 116; and (E) execute a pro-
viding operation to provide an indication 105 of whether a
potential anomaly exists in the collected network data flow
116; by way of example, the anomaly may be indicative of a
cyber-attack (also called a network-attack) waged on
(through) and/or against the network 100.

It will be appreciated that, in accordance with an option, the
following configurations may be provided: (A) the source
server 126 is configured for the network 100, and the source
server 126 is configured to detect an anomaly associated with
the collected network data flow 116 by using iterative princi-
pal component analysis; (B) the destination server 124 is
configured for the network 100, and the destination server
124 is configured to detect an anomaly associated with the
collected network data flow 116 by using iterative principal
component analysis; (C) the anomaly-detection server 112 is
configured for the network 100, and the anomaly-detection
server 112 is configured to detect an anomaly associated with
the collected network data flow 116 by using iterative princi-
pal component analysis; (D) the network component 132 is
configured for the network 100, and the network component
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132 is configured to detect an anomaly associated with the
collected network data flow 116 by using iterative principal
component analysis; (E) the linking server 128 is configured
for the linking network 102, and the linking network 102 is
configured to operatively link to the network 100, and the
linking server 128 is configured to detect an anomaly associ-
ated with the collected network data flow 116 by using itera-
tive principal component analysis; and/or (F) the linking-
network component 134 is configured for the linking network
102, and the linking-network component 134 is configured to
detect an anomaly associated with the collected network data
flow 116 by using iterative principal component analysis.

FIG. 1C depicts a first example of a system for detecting
anomaly in a network flow data, comprising an executable
program 120 stored in a memory 118, configured to direct
operations of the anomaly-detection server 112 of FIG. 1A.
The system also comprises a module 116A for collecting
network flow data, and a module 105A indicating the
anomaly in the network flow data.

Persons of skill in the art understand the manner in which
the executable program 120 may be assembled (configured)
to operate in accordance with the method 101 depicted in
FIG. 1B, by using computing tools (such as, computer pro-
gramming language, compilers, linkers, etc.). The executable
program 120 depicted in FIG. 1C may include an anomaly-
detection module 103A having modules (units of executable
code).

FIG. 2A depicts a second example schematic of a method
101 configured to direct operations of the anomaly-detection
server 112 of FIG. 1A.

The method 101 is depicted as a flow chart or a computer
programming flow chart that has operations that are formed as
executable programmed code (also called modules) config-
ured to be executed by the anomaly-detection server 112 of
FIG. 1A.

Inaccordance with an option, the anomaly-detection server
112 is configured to: (A) analyze network flow data associ-
ated with the network 100; (B) detect an anomaly (such as, a
cyber-attack) based on the network flow data that was ana-
lyzed; and (C) provide an indication as to whether there is a
possible anomaly (such as, cyber-attack waged on) associated
with the network 100 based on the detection resulting from
application of the I-PCA operation performed on the col-
lected network data flow 116 of FIG. 1A.

The anomaly-detection operation 103 of FIG. 1B includes
a matrix-generating operation 202 configured to direct (in-
struct) the anomaly-detection server 112 to: (A) extract net-
work data flow features from the collected network data flow
116 (FIG. 1A) associated with the network 100; and (B)
generate a network-traffic matrix based on the network data
flow features that were extracted from the collected network
data flow 116. The network-traffic matrix is hereafter referred
to as the traffic matrix. Specifically, the matrix-generating
operation 202 is further configured to direct (instruct) the
anomaly-detection server 112 to: (A) divide a total time inter-
val into multiple time-bins, (B) generate network flow fea-
tures from the collected network data flow 116 for each time-
bin; and (C) generate the traffic matrix having the network
flow features. Operational control is then passed over to an
iterative principal component analysis operation 204 (FIG.
2A). Examples of the matrix are provided in association with
the example of the method 101 depicted in FIG. 3A.

The anomaly-detection operation 103 of FIG. 1B further
includes the iterative principal component analysis operation
204 (FIG. 2A) configured to direct (instruct) the anomaly-
detection server 112 to apply the [-PCA operation (algorithm)
to identify anomalous time slots in the network traffic matrix
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(traffic matrix) that was generated by matrix-generating
operation 202. Specifically, the iterative principal component
analysis operation 204 is further configured to direct (in-
struct) the anomaly-detection server 112 to find (identify) an
approximate time interval where the potential cyber-attacks
may have occurred. This operation is configured to narrow the
search space for cyber-attacks in view of the potentially large
amount of network flow data that may be collected in the
collected network data flow 116 of FIG. 1. For example, in an
eight hour trace, it may be beneficial to have the search
configured to be narrowed on a five-minute time window.
This operation may be performed by applying the I-PCA
algorithm on the traffic matrix that was generated by matrix-
generating operation 202. Operational control is then passed
over to an identification operation 206 of FIG. 2A.

The anomaly-detection operation 103 of FIG. 1B further
includes the identification operation 206 (FIG. 2A) config-
ured to direct (instruct) the anomaly-detection server 112 to
identify the attributes of the collected network data flow 116
(such as, the IP addresses, etc.) that are contributing to time
slots that were identified as having an anomaly (that may be,
for instance, indicative of a possible network cyber-attack).
Specifically, the identification operation 206 is further con-
figured to direct (instruct) the anomaly-detection server 112
to identify, once a time window is detected, the attributes of
the network flow data (such as, a set of [P addresses, etc.) that
are contributing to the feature anomaly of a suspicious time-
slot. The identification operation 206 is further configured to
direct (instruct) the anomaly-detection server 112 to provide
an indication data 208 configured to indicate possible cyber-
attacks on the network 100. The indication data 208 is pro-
vided by the anomaly-detection server 112 of FIG. 1A, and
may be stored to the memory 118 of FIG. 1A, if so desired.
Operational control is then passed over to the matrix-gener-
ating operation 202 (if so desired) of FIG. 2A.

The network flow data 114 is generated by components or
assemblies of the network 100 (such as, routers and switches).
The anomaly-detection server 112 is configured to (continu-
ally) receive the network flow data 114. The anomaly-detec-
tion server 112 is configured to: (A) process the network flow
data 114, and (B) generate network data flow features for each
time-bin. For example, a time-bin may be of duration of five
minutes or less. A time period is selected for computation of
the [-PCA operation. A time period may include several time-
bins. For example, a two hour time period may include 96
time-bins of 75 seconds in duration, however it is understood
that the time period may include a different number of hours
or minutes, which may be divided into a different number of
time-bins of different durations, as required. The I-PCA
operation is configured to identify a relatively smaller number
of anomalous time-bins. The I-PCA operation may be com-
puted (executed) at regular intervals over a time period. In
accordance with an option, a set of time-bins may be added
and an equal number of time-bins may be removed. For
example, for every fifteen minutes of computation of the
I-PCA operation, twelve time-bins (75 seconds in duration
each) may be added and may be removed from the last time
period. The output of the I-PCA operation may identify a
relatively smaller number of anomalous time-bins. The type
of cyber-attack and associated IP addresses may be identified
based on the analysis of the suspicious time-bins that were
identified by the I-PCA operation.

Network Flow Data Features

The network flow data 114 is data generated by the network
components 132 (routers and switches) of the network 100.
The network flow data 114 is collected over time, and is stored
(inthe memory 118 of FIG. 1A) as the collected network data
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flow 116. The network flow data 114 may include data pro-
vided by any xFlow™ based protocol, where xFlow can be
(but not limited to) Netflow™, Sflow™, Jflow™, IPFix™,
etc. The anomaly-detection server 112 is configured to gen-
erate a traffic matrix having [m] flow features over a time
period [t] based on the collected network data flow 116. The
network flow data could be considered as random variables
having Gaussian distribution. Therefore various matrices
generated by the system and method of the embodiments of
the invention could be considered as statistical matrices such
as covariance matrix, correlation matrix etc.

Examples of various flow data features (attributes) that
may be inserted into the traffic matrix are: bytes, packets,
number of flows, source IP address count, destination IP
address count, source IP address entropy, destination IP
address entropy, DNS (domain name system) bytes, ICMP
(Internet Control Message Protocol) bytes, IRC (Internet
Relay Chat) bytes, Unique Source Port count, Unique Desti-
nation Port count.

Entropy, H(X), may be defined by the following formula,
as follows:

N
H(X) = =) plxlog, px;)
i=1

where p(x) is the probability of occurrence of an IP address in
a time-bin, and N is the total number of IPs (IP addresses).

Entropy (network entropy) indicates dispersion or concen-
tration in a distribution. It will be appreciated that there may
be many other network flow data features.

For instance, the traffic matrix may be divided into [n]
time-bins. The duration of time period [t] may be, for
example, the duration of time between one to 24 hours. Traffic
flow features are represented as an [mxn] input network traf-
fic matrix 400. The anomaly-detection server 112 is config-
ured to execute the I-PCA operation in order to detect which
of the [n] time-bins may have potential anomalous events
indicative of a cyber-attack on the network 100. Anomalous
instances of the time-bins may be further inspected to pin-
point the IP address(es) and associated cause for the detected
anomaly in a particular time-bin.

FIG. 2B depicts a second example of a system for detecting
the anomaly in a network flow data, comprising an executable
program 120 stored in a memory 118, and configured to direct
operations of the anomaly-detection server 112 of FIG. 1A.
The system also comprises a module 116A for collecting
network flow data, and a module 208A for indicating the
anomaly in the network flow data.

Persons of skill in the art understand the manner in which
the executable program 120 may be assembled (configured)
to operate in accordance with the method 101 depicted in
FIG. 2A, by using computing tools (such as, computer pro-
gramming language, compilers, linkers, etc.). The executable
program 120 depicted in FIG. 2B includes the anomaly-
detection module 103A having modules (units of executable
code), such as the following modules: a matrix-generating
module 202A; an iterative principal component analysis
module 204A; and an identification module 206A, all of
which correspond (respectively) to the following operations
depicted in FIG. 2A: the matrix-generating operation 202; the
iterative principal component analysis operation 204; and the
identification operation 206.

FIG. 3 A depicts a third example schematic ofa method 101
configured to direction operations of the anomaly-detection
server 112 of FIG. 1A.
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The method 101 (also called an iterative principal compo-
nent analysis method or an iterative principal component
analysis operation) includes a combination of: an input
matrix-generating operation 302; a matrix-calculation opera-
tion 304; a correlation-matrix calculation operation 306; an
eigenvalue and eigenvalue-and-eigenvector calculation
operation 308; an eigen-selection operation 310; a matrix-
generating operation 312; a mapping operation 314; an
anomaly-scoring operation 316; an identifying operation
318; a removal operation 320; a determination operation 322;
and an attribute-identification operation 324.

The input matrix-generating operation 302 is configured to
direct (instruct) the anomaly-detection server 112 to generate
(provide or create) an [mxn] input network traffic matrix 400
(such as, a network-traffic matrix) including attributes
extracted from data associated with the collected network
data flow 116 (depicted in FI1G. 1). It is understood that [m] is
the number of rows of the matrix, and [n] is the number of
columns of the matrix. The [mxn] input network traffic matrix
400 includes attributes extracted (taken) from the data asso-
ciated with the collected network data flow 116 of FIG. 1.

FIG. 3B depicts a third example schematic of an executable
program 120 stored in a memory 118, and configured to
direction operations of the anomaly-detection server 112 of
FIG. 1A.

Persons of skill in the art understand the manner in which
the executable program 120 may be assembled (configured)
to operate in accordance with the method 101 depicted in
FIG. 3A, by using computing tools (such as, computer pro-
gramming language, compilers, linkers, etc.). The executable
program 120 depicted in FIG. 3B includes the anomaly-
detection module 103A having the following modules (units
of'executable code), such as: an input matrix-generating mod-
ule 302A; a matrix-calculation module 304A; an eigenvalue
and eigenvalue-and-eigenvector calculation module 308A;
an eigen-selection module 310 A; a matrix-generating module
312A; a mapping module 314A; an anomaly-scoring module
316A; an identifying module 318A; a removal module 320A;
a determination module 322A; and an attribute-identification
module 324A, all of which correspond (respectively) to the
following operations depicted in FIG. 3A: the input matrix-
generating operation 302; the matrix-calculation operation
304; the correlation-matrix calculation operation 306; the
eigenvalue and eigenvalue-and-eigenvector calculation
operation 308; the eigen-selection operation 310; the matrix-
generating operation 312; the mapping operation 314; the
anomaly-scoring operation 316; the identifying operation
318; the removal operation 320; the determination operation
322; and the attribute-identification operation 324.

FIG. 4 depicts an example schematic of an input network
traffic matrix 400 stored in a memory 118, and used in the
method 101 of FIG. 3A. Depicted are four features and six
time-bins.

Operational control is passed over to the matrix-calcula-
tion operation 304 of FIG. 3A.

Referring to FIG. 3 A, the matrix-calculation operation 304
is configured to direct (instruct) the anomaly-detection server
112 to calculate a zero-mean traffic matrix 500 using the
[mxn] input network traffic matrix 400 (depicted in FIG. 4)
that was calculated by the input matrix-generating operation
302; the zero-mean traffic matrix 500 (depicted in FIG. 5) that
is generated has a mean zero for each column of the zero-
mean traffic matrix 500.

FIG. 5 depicts an example schematic of a first iteration for
a zero-mean traffic matrix 500 stored in a memory 118, and
calculated by the method 101 of FIG. 3A. According to the
method 101, we deduct the mean of each column from each
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on the elements in that column. For example, we calculate the
mean of column one and then this amount is deducted from
each of the elements of column one. The same operation is
repeated for other columns.

Operational control is passed over to the correlation-matrix
calculation operation 306 of FIG. 3A.

Referring to FIG. 3A, the correlation-matrix calculation
operation 306 is configured to direct the anomaly-detection
server 112 to calculate an empirical correlation matrix 600
(for the zero-mean traffic matrix 500 of FIG. 4 that was
calculated by the matrix-calculation operation 304).

FIG. 6 depicts an example schematic of an empirical cor-
relation matrix 600 stored in a memory 118, and calculated by
the method 101 of FIG. 3A. The empirical correlation matrix
is derived by calculating the correlation coefficient for any
two features x and y:

PNC T 7)) D =i -7
i=1 i=1

T i s, J -
i=1

Obviously the correlation coefficient of each feature with
itself is 1. That’s is why the elements of the main diagonal of
the matrix is just one.

Operational control is passed over to the eigenvalue-and-
eigenvector calculation operation 308 of FIG. 3A.

Referring to FIG. 3A, the eigenvalue and eigenvalue-and-
eigenvector calculation operation 308 is configured to direct
the anomaly-detection server 112 to calculate the eigenvalues
700 and the eigenvectors 800 associated with the empirical
correlation matrix 600 that was calculated by the correlation-
matrix calculation operation 306. Correlation refers to any of
a broad class of statistical relationships involving depen-
dence.

A matrix [A] acts on a vector [X]; action means multipli-
cation; a new vector is generated, [y]=[A]x[x]. The matrix
[A] acting on a vector [x]| does two things to the vector [x]:
The matrix [ A] scales the vector [x], and rotates the vector [x].
For the matrix [A], there are some favored vectors/directions.
When the matrix [ A] acts on these favored vectors, the action
essentially results in just scaling the vector, and there is no
rotation. These favored vectors are the eigenvectors, and the
amount by which each of these favored vectors stretches or
compresses is the eigenvalue. Consider the eigenvector cor-
responding to the maximum (absolute) eigenvalue. If a vector
is taken along this eigenvector, then the action of the matrix
[A] is maximum. No other vector when acted on by the matrix
[A] will get stretched as much as this eigenvector. Hence, if a
vector were to lie close to this eigen direction, then the effect
of'action by the matrix [A] will be large (that is, the action by
the matrix [ A] results in a large response for the vector). The
effect of the action by the matrix [A] is high for large (abso-
lute) eigenvalues, and is less for small (absolute) eigenvalues.
Hence, the directions/vectors along which this action is high
are called the principal directions or principal eigenvectors.
The corresponding eigenvalues are called the principal val-
ues.

FIG. 7 depicts an example schematic of eigenvalues 700
stored in a memory 118, and calculated by the method 101 of
FIG. 3A. Eigenvalue and eigenvector calculation is per-
formed over the correlation matrix and the outcome of this

(% - %7 zl vi-7P
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operation is eigenvalues (listed in a vector depicted in FIG. 7)
and eigenvectors (listed in a matrix depicted in FIG. 8 by
concatenating them together)

FIG. 8 depicts an example schematic of eigenvectors 800
stored in a memory 118, and calculated by the method 101 of
FIG. 3A. Eigenvalue and eigenvector calculation is per-
formed over the correlation matrix and the outcome of this
operation is eigenvalues (listed in a vector depicted in FIG. 7)
and eigenvectors (listed in a matrix depicted in FIG. 8 by
concatenating them together)

Operational control is passed over to the eigen-selection
operation 310 of FIG. 3A.

Referring to FIG. 3A, the eigen-selection operation 310 is
configured to direct the anomaly-detection server 112 to
selecta relatively higher principal component (preferably, the
highest principal component) as the normal subspace. The
relatively higher (preferably, the highest) principal compo-
nent and corresponding eigenvector form a mapping of nor-
mal subspace of the empirical correlation matrix 600 (de-
picted in FIG. 6). Operational control is passed over to the
matrix-generating operation 312 of FIG. 3A.

Referring to FIG. 3 A, the matrix-generating operation 312
is configured to direct the anomaly-detection server 112 to
generate (create) the matrix [P] by putting the principal eigen-
vectors together (selected or selectable from the eigen-selec-
tion operation 310). It is noted that the remaining eigenvec-
tors (the non-principal eigenvectors) constitute the mapping
of the anomalous subspace.

FIG. 9 depicts an example schematic of a matrix [P] 900
stored in a memory 118, and generated by the method 101 of
FIG. 3A. The eigenvector associated to the largest eigenvalue
is chosen as a principal component. So, matrix 900 will be the
first column of matrix 800.

Operational control is passed over to the mapping opera-
tion 314 of FIG. 3A.

Referring to FIG. 3A, the mapping operation 314 is con-
figured to direct the anomaly-detection server 112 to map the
[mxn] input network traffic matrix 400 into the anomalous
space, by using the following formula, as follows:

F=(I-PPhx

FIG. 10 depicts an example schematic of an anomalous
space-mapping matrix 1000 stored in a memory 118, and
generated by the method 101 of FIG. 3A.

Once the formula (above) has been executed (calculated),
then operational control is passed over to the anomaly-scor-
ing operation 316 of FIG. 3.

Referring to FIG. 3A, the anomaly-scoring operation 316
is configured to direct the anomaly-detection server 112 to
calculate an anomaly score for each time-bin of the [mxn]
input network traffic matrix 400. The anomaly score may be
calculated in several ways. One way is to: (A) perform a
projection of each feature [mxn] input network traffic matrix
400; and (B) calculate an anomaly score for each time-bin of
the [mxn] input network traffic matrix 400. Another way is to
calculate the anomaly score for each time-bin by finding the
square prediction error (SPE), such as by using the following
formula, as follows:

=P

FIG. 11 depicts an example schematic of SPE scores 1100
stored in a memory 118, and generated by the method 101 of
FIG. 3A. By way of example, the maximum SPE equals
2.0096, and the first suspicious time-bin equals six.

Once the above formula has been executed (calculated or
computed), then operational control is passed over to the
identifying operation 318 of FIG. 3A.
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Referring to FIG. 3A, the identifying operation 318 is
configured to direct the anomaly-detection server 112 to iden-
tify a time-bin of the [mxn] input network traffic matrix 400
that has a relatively higher anomaly score (such as a maxi-
mum anomaly score) that may be potentially indicative of a
suspicious network anomaly. For example, the identifying
operation 318 may be configured to direct the anomaly-de-
tection server 112 to select the time-bin with the maximum
SPE score as a suspicious point. Operational control is passed
over to the removal operation 320 of FIG. 3A.

Referring to FIG. 3 A, the removal operation 320 is config-
ured to direct the anomaly-detection server 112 to remove the
effect of the identified time-bin that was identified by the
identifying operation 318 (the time-bin that has the maximum
anomaly score as indicated in the identifying operation 318)
by replacing the features in the identified time-bin with the
mean value (thereby reducing the effect of the identified
time-bin). Specifically, the removal operation 320 is config-
ured to direct the anomaly-detection server 112 to remove the
effect of the identified time-bin from the [mxn] input network
traffic matrix 400 by replacing the features (attributes) of that
time-bin with those equal to the mean value of each feature
(excluding the suspicious time-bin), and this then forms or
generates a modified [mxn] input network traffic matrix 400
(used for the next iteration of the method 101).

The input network traffic matrix 400 of FIG. 4 is modified
by replacing the suspicious row with the mean values, or
values that are close to the mean values. For example, the
values that close to the mean values may be preferably within
2-5% deviation from the mean values, or less preferably
within 5-10% deviation from the mean values, and yet less
preferably within 10%-30% deviation from the mean values.
In this application the term “mean value” will mean both the
mean value and a value that is close to the mean value.

It will be appreciated that this is the modified input matrix
to be used for the second iteration of the method 101 of FIG.
3 A starting at the input matrix-generating operation 302 (for
the case where another iteration is required).

Operational control is passed over to the determination
operation 322 of FIG. 3A.

Referring to FIG. 3A, the determination operation 322 is
configured to direct the anomaly-detection server 112 (of
FIG. 1) to provide the modified [mxn] input network traffic
matrix 400 (generated by the removal operation 320) to the
input matrix-generating operation 302 for a next iteration of
the method 101 for the case where an additional iteration is
required. Specifically, the determination operation 322 is
configured to direct the anomaly-detection server 112 to
determine whether another iteration (from the input matrix-
generating operation 302 to the determination operation 322)
is (and is not) required. For the case where next iteration (of
the method 101 of FIG. 3A) is required, the input matrix-
generating operation 302 may use (input) the modified data
matrix generated by the removal operation 320. It will be
appreciated that the point for stopping the iteration may be set
to a fixed value (if so desired). For the case where another
iteration (of the method 101) is not required, then operational
control is passed over to the attribute-identification operation
324 of FIG. 3A.

Referring to FIG. 3 A, the attribute-identification operation
324 is configured to direct the anomaly-detection server 112
to identify (provide) an attribute (or attributes) associated
with data of the collected network data flow 116 (FIG. 1)
(such as, the IP addresses, etc.) that are contained within the
time-bins of the [mxn] input network traffic matrix 400 that
are marked as suspicious by the identifying operation 318.



US 9,210,181 Bl

21

The attribute-identification operation 324 may permit identi-
fication of the root cause of an anomaly detected by the
method 101 of FIG. 3A, such as to identify a type of a
network-adverse event (such as, a network cyber-attack, etc.),
and an attribute (such as, IP addresses) associated with the
network-adverse event (the network cyber-attack). It will be
appreciated that operational control may be passed over to the
input matrix-generating operation 302 (if so desired).

FIG. 12 (SHEET 10/10) depicts an example schematic of a
modified input network traffic matrix 1200 stored in a
memory 118, and is generated by the method 101 of FIG. 3A.
Modified input network traffic matrix 1200 is the input net-
work traffic matrix 400 except that the element of the last row
(which is corresponding to the first suspicious time-bin, i.e.,
time-bin 6) is replaced with the arithmetic mean of the cor-
responding column in the input network traffic matrix 400.

Various approaches are possible for identifying the IP
addresses from the network flow data. Two examples are as
follows.

One example provides a heuristic based operation: various
database queries may be performed at the chosen time-bin
(associated with the identifying operation 318 of FIG. 3A) to
identify an attribute of the network flow data (such as an IP
address or a set of IP addresses). The type of database query
may depend on the network flow data feature that is suspected
to be anomalous. For example, for the case where the time-bin
detected is due to a flow data feature of a relatively large
number of bytes, then the database query may identify the IP
addresses which are associated with the relatively large num-
ber of bytes. For the case where the flow data feature is a large
number of flows, then the database query may pick the IP
address which is communicating with a large number of IP
addresses, etc. Different database queries are performed with
different flow data feature anomalies. Thus, the root cause
may be identified in this manner. Such a heuristic based
approach may eliminate false positives for the case where
nothing notable is found after issuing the database query.

Another example provides usage of the I-PCA operation on
a statistical matrix. The I-PCA operation (algorithm) of the
examples of the method 101 may be applied inside a time-bin.
The input matrix may be different for this case. The input
matrix may include a list of attributes, such as IP addresses
and flow features. By applying the I-PCA operation on the
input matrix, a set of IP addresses may be identified along
with the flow feature that is anomalous in nature.

Other approaches, such as clustering, may be additionally
used. A combination of the above mentioned approaches may
be used to identify details of a network anomaly (an attack
detail).

For convenience of the reader, a summary of the above
described embodiment of the invention is provided below.

The method 101 of the embodiments of the invention is
used on collected network data flow 116 associated with a
network 100, the method 101 comprising:
an anomaly-detection operation 103 including:
obtaining the collected network data flow 116; and
performing an iterative principal component analysis on the
collected network data flow 116 to detect an anomaly asso-
ciated with the collected network data flow 116.

In the method 101, the anomaly that is detected by the
anomaly-detection operation 103 is associated with a net-
work cyber-attack.

In the method described above, the anomaly-detection
operation 103 further includes:

a matrix-generating operation 202 including:
extracting network data flow features from the collected net-
work data flow 116; and
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generating a network-traffic matrix based on network data
flow features that were extracted from the collected network
data flow 116.

In the method described above, the matrix-generating
operation 202 further includes: dividing a total time interval
into multiple time-bins;
generating network flow features from the collected network
data flow 116 for each time-bin; and
generating the network-traffic matrix having network flow
features.

In the method described above, the anomaly-detection
operation 103 further includes:
an iterative principal component analysis operation 204
including:
applying the iterative principal component analysis operation
to identify anomalous time slots in the network-traffic matrix
that was generated by the matrix-generating operation 202.

Inthe method described above, the iterative principal com-
ponent analysis operation 204 further includes finding an
approximate time interval where potential cyber-attacks may
have occurred.

In the method described above, the anomaly-detection
operation 103 further includes an identification operation 206
including identifying attributes of the collected network data
flow 116 that are contributing to time slots that were identified
as having an anomaly.

Inthe method described above, the identification operation
206 further includes identifying, once a time window is
detected, attributes ofthe collected network data flow 116 that
are contributing to a feature anomaly of a suspicious time-
slot.

Inthe method described above, the identification operation
206 further includes providing an indication data 208 config-
ured to indicate a possible network cyber-attack.

In the method described above, the anomaly-detection
operation 103 further includes an input matrix-generating
operation 302, generating an [mxn] input network traffic
matrix 400 including attributes extracted from data associ-
ated with the collected network data flow 116.

In the method described above, the anomaly-detection
operation 103 further includes a matrix-calculation operation
304, calculating a zero-mean traffic matrix 500 by using the
[mxn] input network traffic matrix 400 that was generated by
the input matrix-generating operation 302.

In the method described above, the anomaly-detection
operation 103 further includes a correlation-matrix calcula-
tion operation 306, calculating an empirical correlation
matrix 600 for the zero-mean traffic matrix 500 that was
calculated by the matrix-calculation operation 304.

In the method described above, the anomaly-detection
operation 103 further includes an eigenvalue and eigenvalue-
and-eigenvector calculation operation 308, calculating eigen-
values 700 and eigenvectors 800 associated with the empiri-
cal correlation matrix 600 that was calculated by the
correlation-matrix calculation operation 306.

In the method described above, the anomaly-detection
operation 103 further includes an eigen-selection operation
310, selecting a relatively higher principal component as a
normal subspace, and the relatively higher principal compo-
nent and corresponding eigenvector form a mapping of nor-
mal subspace of the empirical correlation matrix 600.

In the method described above, the anomaly-detection
operation 103 further includes a matrix-generating operation
312, generating a matrix [P] by putting principal eigenvectors
800 together that are selectable from the eigen-selection
operation 310.
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In the method described above, the anomaly-detection
operation 103 further includes a mapping operation 314,
mapping the [mxn] input network traffic matrix 400 into an
anomalous space.
In the method described above, the anomaly-detection
operation 103 further includes an anomaly-scoring operation
316, calculating an anomaly score for each time-bin of the
[mxn] input network traffic matrix 400.
In the method described above, the anomaly-detection
operation 103 further includes an identifying operation 318,
identifying a time-bin of the [mxn] input network traffic
matrix 400 that has a relatively higher anomaly score that may
be potentially indicative of a suspicious network anomaly.
In the method described above, the anomaly-detection
operation 103 further includes a removal operation 320,
removing an effect of the time-bin, which was identified by
the identifying operation 318, from the [mxn] input network
traffic matrix 400 by putting features of the time-bin equal to
amean value of each feature excluding a suspicious time-bin,
thereby forming a modified [mxn] input network traffic
matrix 400 to be used for a next iteration of the method 101.
In the method described above, the anomaly-detection
operation 103 further includes a determination operation 322,
providing the modified [mxn] input network traffic matrix
400 that was generated by the removal operation 320 to the
input matrix-generating operation 302 for the next iteration of
the method 101 for a case where an additional iteration is
required.
In the method described above, the anomaly-detection
operation 103 further includes an attribute-identification
operation 324, identifying an attribute associated with data of
the collected network data flow 116 that are contained within
time-bins of the [mxn] input network traffic matrix 400 that
are marked as suspicious by the identifying operation 318, for
the case where another iteration of the method 101 is not
required.
In the method described above, the anomaly that is
detected by the anomaly-detection operation 103 is associ-
ated with a network-adverse event that is detected in associa-
tion with the collected network data flow 116.
In the method described above, the anomaly that is
detected is by the anomaly-detection operation 103 is asso-
ciated with any one of:
a network fraud being detected in association with the
collected network data flow 116;

a network intrusion being detected in association with the
collected network data flow 116;

a network fault being detected in association with the col-
lected network data flow 116;

a network-health condition being detected in association
with the collected network data flow 116;

a network-sensor event being detected in association with
the collected network data flow 116;

anetwork-adverse event being detected in association with

the collected network data flow 116; and

a banking-network adverse event being detected in asso-

ciation with the collected network data flow 116.

According to the embodiments of the invention, there is
provided an apparatus 130 to be used on collected network
data flow 116 associated with a network 100, the apparatus
130 comprising a server 112, including a non-transitory com-
puter-readable storage media 118, including:

an executable program 120 being tangibly stored with the

non-transitory computer-readable media 118, and the
executable program 120 including:

an anomaly-detection module 103A being configured to

direct the server 112 to:
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obtain the collected network data flow 116; and

perform an iterative principal component analysis on the
collected network data flow 116 to detect an anomaly
associated with the collected network data flow 116.

In the apparatus described above, the anomaly-detection
module 103A is further configured to determine that the
anomaly that is detected is associated with a network cyber-
attack.

In the apparatus described above, the anomaly-detection
module 103A includes a matrix-generating module 202A
configured to extract network data flow features from the
collected network data flow 116, and generate a network-
traffic matrix based on the network data flow features that
were extracted from the collected network data flow 116.

In the apparatus described above, the matrix-generating
module 202A is further configured to divide a total time
interval into multiple time-bins; generate network flow fea-
tures from the collected network data flow 116 for each time-
bin; and generate the network-traffic matrix having the net-
work flow features.

In the apparatus described above, the anomaly-detection
module 103A includes an iterative principal component
analysis module 204A configured to apply the iterative prin-
cipal component analysis to identify anomalous time slots in
the network-traffic matrix that was generated by the matrix-
generating module 202A.

In the apparatus described above, the iterative principal
component analysis module 204A is further configured to
find an approximate time interval where potential cyber-at-
tacks may have occurred.

In the apparatus described above, the anomaly-detection
module 103 A further includes an identification module 206 A
configured to identify attributes of the collected network data
flow 116 that are contributing to time slots that were identified
as having an anomaly.

Inthe apparatus described above, the identification module
206 A is further configured to identify, once a time window is
detected, the attributes of the collected network data flow 116
that are contributing to a feature anomaly of a suspicious
time-slot.

Inthe apparatus described above, the identification module
206A is further configured to provide an indication data 208
configured to indicate a possible network cyber-attack.

In the apparatus described above, the anomaly-detection
module 103A further includes an input matrix-generating
module 302A configured to generate an [mxn] input network
traffic matrix 400 including attributes extracted from data
associated with the collected network data flow 116.

In the apparatus described above, the anomaly-detection
module 103A further includes a matrix-calculation module
304 A configured to calculate a zero-mean traffic matrix 500
by using the [mxn] input network traffic matrix 400 that was
generated by the input matrix-generating module 302A.

In the apparatus described above, the matrix-calculation
module 304A is further configured to a correlation-matrix
calculation module 306 A configured to calculate an empirical
correlation matrix 600 for the zero-mean traffic matrix 500
that was calculated by the matrix-calculation module 304A.

In the apparatus described above, the anomaly-detection
module 103 A further includes an eigenvalue and eigenvalue-
and-eigenvector calculation module 308 A configured to cal-
culate eigenvalues 700 and eigenvectors 800 associated with
the empirical correlation matrix 600 that was calculated by
the correlation-matrix calculation module 306A.

In the apparatus described above, the anomaly-detection
module 103A further includes an eigen-selection module
310A configured to select a relatively higher principal com-
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ponent as a normal subspace, and the relatively higher prin-
cipal component and corresponding eigenvector form a map-
ping of normal subspace of the empirical correlation matrix
600.

In the apparatus described above, the anomaly-detection
module 103A further includes a matrix-generating module
312A configured to generate a matrix [P] by putting principal
eigenvectors 800 together that are selectable from the eigen-
selection module 310A.

In the apparatus described above, the anomaly-detection
module 103 A further includes a mapping module 314A con-
figured to map the [mxn] input network traffic matrix 400 into
an anomalous space.

In the apparatus described above, the anomaly-detection
module 103A further includes an anomaly-scoring module
316A configured to calculate an anomaly score for each time-
bin of the [mxn] input network traffic matrix 400.

In the apparatus described above, the anomaly-detection
module 103A further includes an identifying module 318A
configured to identity a time-bin of the [mxn]| input network
traffic matrix 400 that has a relatively higher anomaly score
that may be potentially indicative of a suspicious network
anomaly.

In the apparatus described above, the anomaly-detection
module 103 A further includes a removal module 320A con-
figured to remove an effect of the time-bin, which was iden-
tified by the identifying module 318A, from the [mxn] input
network traffic matrix 400 by putting features of the time-bin
substantially equal to a mean value of each feature excluding
a suspicious time-bin, thereby forming a modified [mxn]
input network traffic matrix 400 to be used for a next iteration
of the method 101.

In the apparatus described above, the anomaly-detection
module 103 A further includes a determination module 322A
configured to provide the modified [mxn] input network traf-
fic matrix 400 that was generated by the removal module
320A to the input matrix-generating module 302A for the
next iteration of the method 101 for a case where an additional
iteration is required.

In the apparatus described above, the anomaly-detection
module 103A further includes an attribute-identification
module 324A configured to identify an attribute associated
with data of the collected network data flow 116 that are
contained within time-bins of the [mxn] input network traffic
matrix 400 that are marked as suspicious by the identifying
module 318A, for the case where another iteration of the
anomaly-detection module 103 A is not required.

In the apparatus described above, the anomaly-detection
module 103A is configured to detect the anomaly that is
associated with a network-adverse event associated with the
collected network data flow 116.

According to the embodiments of the invention, a network
100 is provided comprising:
an apparatus 130 to be used on collected network data flow
116, the apparatus 130 comprising:

a server 112, including:

a non-transitory computer-readable storage media 118,
including:

an executable program 120 being tangibly stored with the
non-transitory computer-readable storage media 118, form-
ing:

an anomaly-detection module 103A being configured to
direct the server 112 to:

obtain the collected network data flow 116; and

perform an iterative principal component analysis on the col-
lected network data flow 116 to detect an anomaly associated
with the collected network data flow 116.
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A non-transitory computer-readable storage media 118 for
an apparatus 130 to be used on collected network data flow
116, is also provided, the non-transitory computer-readable
storage media 118 comprising:
an executable program 120 being tangibly stored with the
non-transitory computer-readable media 118, and the execut-
able program 120 including:
an anomaly-detection module 103A being configured to
direct the apparatus 130 to:
obtain the collected network data flow 116; and
perform an iterative principal component analysis on the col-
lected network data flow 116 to detect an anomaly associated
with the collected network data flow 116.

General Applicability of I-PCA Operation

The I-PCA operation of method 101 may be applied to any
type or sort of network anomaly detection, with the input
matrix having the following specification or types: type [A];
type [B; type [C]; type [D], and/or type [E].

Type [A] includes the input matrix containing sampled
values of a random experiment and/or phenomenon.

Type [B] includes sampling procedures performed inde-
pendent of previous sampled data.

Type [C] includes having the input matrix reflect sampled
values of different features of a random experiment and/or a
phenomena.

Type [D] includes having a number of samples that may be
much more than a number of features that are sampled.

Type [E] includes having a number of rows in an input
matrix that is equal to the number of samples performed, and
the number of columns of the input matrix that is equal to the
number of features of an experiment that are sampled.

For example, the input matrix for the method 101 may
contain climatology data gathered over geographic feature
(such as, a specific city) over a predetermined time frame
(such, as 100 years). Various features may be inputted for the
climatology data, including: temperature, humidity, pressure,
entropy of temperature, entropy of humidity, etc.; these cli-
mate attributes may constitute the feature of the experiment
(the number of samples is, for example, 100). So, for the case
where six climatology features are measured and sampled, an
input matrix of size [100x6] may be provided.

The I-PCA operation may be applied to various areas of
science and technology including (and not limited to) net-
work fraud detection, network intrusion detection, network
fault detection, network health detection, sensor event detec-
tion (in a sensor network), anomalous data detected in a
banking network, etc. Depending on the type of application,
the input matrix to the I-PCA operation may be different (and
is expected to be different).

In view of the above, the method 101 is configured to be
adapted such that the anomaly that is detected is by the
method 101 (such as, the anomaly-detection operation 103 of
FIG. 1B), and is associated with any one of: (A) a network
fraud detected in association with the collected network data
flow 116; (B) a network intrusion detected in association with
the collected network data flow 116; (C) a network fault
detected in association with the collected network data flow
116; (D) a network-health condition detected in association
with the collected network data flow 116; (E) a network-
sensor event detected in association with the collected net-
work data flow 116; (F) a network-adverse event detected in
association with the collected network data flow 116; and/or
(G) a banking-network adverse event detected in association
with the collected network data flow 116.

A sensor network (wireless or wired) includes spatially
distributed autonomous sensors configured to: (A) monitor
physical or environmental conditions, such as temperature,
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sound, pressure, etc., and (B) cooperatively pass their data
through the sensor network to a main location. Some sensor
networks may be bi-directional, also enabling control of sen-
sor activity. The sensor network may be used in industrial
and/or consumer applications, such as industrial process
monitoring and control, machine health monitoring, and so
on.

An example of a banking network includes an interbank
network, also known as an ATM (Automated Teller Machine)
consortium or the ATM network, and is a computer network
that connects the ATMs of different banks, and permits these
ATMs to interact with the ATM cards of non-native banks.
Variations

After an iteration of the I-PCA operation, suspicious time-
bin features may be replaced by a mean value (if so desired).
Any other number, close to mean values may also serve the
purpose, depending on the required accuracy of the method.
The objective is to eliminate (reduce) the identified anomaly
in the traffic matrix before starting the next iteration of the
I-PCA operation. For instance, we may replace the elements
of the suspicious time-bin with the arithmetic mean of each
column excluding the suspicious time-bin or alternatively we
can replace it with the arithmetic mean including the suspi-
cious time-bin.

Another variation may include selecting two or more high-
est eigenvalues as normal (instead of one as described for the
I-PCA operation above), and then determining the remaining
ones in the next iterations as required. It will be appreciated
that the results may vary.

This written description uses examples to disclose the
invention, including the best mode, and also to enable any
person skilled in the art to make and use the invention. The
patentable scope of the invention is defined by the claims, and
may include other examples that occur to those skilled in the
art. Such other examples are intended to be within the scope
of'the claims if they have structural elements that do not differ
from the literal language of the claims, or if they include
equivalent structural elements with insubstantial differences
from the literal languages of the claims. It may be appreciated
that the assemblies and modules described above may be
connected with each other as may be required to perform
desired functions and tasks that are within the scope of per-
sons of skill in the art to make such combinations and permu-
tations without having to describe each and every one of them
in explicit terms. There is no particular assembly, or compo-
nents, that are superior to any of the equivalents available to
the art. There is no particular mode of practicing the disclosed
subject matter that is superior to others, so long as the func-
tions may be performed. It is believed that all the crucial
aspects of the disclosed subject matter have been provided in
this document. It is understood that the scope of the present
invention is limited to the scope provided by the independent
claim(s), and itis also understood that the scope of the present
invention is not limited to: (i) the dependent claims, (ii) the
detailed description of the non-limiting embodiments, (iii)
the summary, (iv) the abstract, and/or (v) the description
provided outside of this document (that is, outside of the
instant application as filed, as prosecuted, and/or as granted).
It is understood, for the purposes of this document, that the
phrase “includes” is equivalent to the word “comprising.” It is
noted that the foregoing has outlined the non-limiting
embodiments (examples). The description is made for par-
ticular non-limiting embodiments (examples). It is under-
stood that the non-limiting embodiments are merely illustra-
tive as examples.
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What is claimed is:

1. A method for detecting an anomaly in a network flow
data, comprising:
using a processor for:

(a) collecting the network flow data, characterizing perfor-
mance of a network, within a time interval divided into
multiple time-bins, and generating network flow fea-
tures from the collected network flow data for each time-
bin;

(b) generating input network traffic matrix containing
information for the network flow features for respective
time-bins;

(c) generating a statistical matrix from the input traffic
matrix;

(d) applying a principal component analysis to the statisti-
cal matrix to determine one or more principal compo-
nents of the statistical matrix;

(e) determining an anomaly score for each time-bin using
the principal components;

(D) identifying one or more time-bins of the input network
traffic matrix having highest anomaly scores;

(g) determining mean values for network flow features
across all time-bins, excluding the identified time-bins;

(h) replacing values of the network flow features in the
identified time-bins with respective determined mean
values of said network flow features to form a modified
input network traffic matrix;

(1) replacing the input network traffic matrix with the modi-
fied input network traffic matrix, and repeating the steps
(c) to (h) a predetermined number of times.

2. The method of claim 1, wherein the statistical matrix is

a covariance matrix.

3. The method of claim 1, wherein the statistical matrix is
a correlation matrix.

4. The method of claim 1, further comprising associating
the time-bin of the input network traffic matrix having a
highest anomaly score with a potential network cyber-attack.

5. The method of claim 1, wherein the generating network
flow features comprises generating the network flow features
selected from the list: number of bytes, number of packets,
number of flows, number of source IP addresses, number of
destination IP addresses, entropy of a source IP address,
entropy of a destination IP address, DNS (domain name sys-
tem) bytes, ICMP (Internet Control Message Protocol) bytes,
IRC (Internet Relay Chat) bytes, Unique Source Port count,
Unique Destination Port count.

6. The method of claim 1, wherein the determining the
anomaly score comprises performing a projection of each
time-bin with respect to an anomalous space mapping matrix,
calculated using the principal components.

7. The method of claim 1, wherein the determining the
anomaly score comprises determining a square prediction
error for each time-bin.

8. The method of claim 1, further comprising determining
one or more data flows, identified by at least one attribute,
contained within the identified time-bins of the input network
traffic matrix.

9. The method of claim 8, wherein the attribute includes an
IP address, a port number of source, or a port number of a
destination for the one or more data flows.

10. The method of claim 1, wherein the step (d) comprises
selecting a principal component having the highest eigen-
value.

11. The method of claim 1, wherein the step (d) comprises
selecting two or more principal components having highest
values.
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12. A system for detecting an anomaly in a network flow

data, comprising:

a processor;

a non-transitory computer readable storage medium hav-
ing computer readable instructions stored thereon for
execution by the processor, causing the processor to:
(a) collect the network flow data, characterizing perfor-

mance of a network, within a time interval divided
into multiple time-bins, and generate network flow
features from the collected network flow data for each
time-bin;

(b) generate input network traffic matrix containing infor-
mation for the network flow features for respective time-
bins;

(c) generate a statistical matrix from the input traffic
matrix;

(d) apply a principal component analysis to the statistical
matrix to determine one or more principal components
of the statistical matrix;

(e) determine an anomaly score for each time-bin using the
principal components;

(®) identify time-bins of the input network traffic matrix
having highest anomaly scores;

(g) determine mean values for network flow features across
all time-bins, excluding the identified time-bins;

(h) replace values of the network flow features in the iden-
tified time-bins with respective determined mean values
of said network flow features to form a modified input
network traffic matrix;

(1) replace the input network traffic matrix with the modi-
fied input network traffic matrix, and repeat the steps (c)
to (h) a predetermined number of times.

13. The system of claim 12, wherein the statistical matrix is

a covariance matrix.
14. The system of claim 12, wherein the statistical matrix is
a correlation matrix.
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15. The system of claim 12, wherein the computer readable
instructions further cause the processor to associate the time-
bin of the input network traffic matrix having a highest
anomaly score with a potential network cyber-attack.

16. The system of claim 12, wherein the computer readable
instructions further cause the processor to select the network
flow features from the list of: number of bytes, number of
packets, number of flows, number of source IP addresses,
number of destination IP addresses, entropy of a source IP
address, entropy of a destination IP address, DNS (domain
name system) bytes, [CMP (Internet Control Message Proto-
col) bytes, IRC (Internet Relay Chat) bytes, Unique Source
Port count, Unique Destination Port count.

17. The system of claim 12, wherein the computer readable
instructions further cause the processor to perform a projec-
tion of each feature of the input network traffic matrix and
calculate an anomaly score for each time-bin of the input
network traffic matrix.

18. The system of claim 12, wherein the computer readable
instructions further cause the processor to determine a square
prediction error for each time-bin.

19. The system of claim 12, wherein the computer readable
instructions further cause the processor to determine one or
more data flows, identified by at least one attribute, contained
within the identified time-bins of the input network traffic
matrix.

20. The system of claim 12, wherein the attribute includes
an [P address, a port number of source, or a port number of a
destination for the one or more data flows.

21. The system of claim 12, wherein the computer readable
instructions further cause the processor to select a principal
component having the highest eigenvalue.

22. The system of claim 12, wherein the computer readable
instructions further cause the processor to select two or more
principal components having highest values.
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